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Bolstering Taiwan’s Core Defense Industries

Foreword

It is not only the weapons and equipment our national armed forces cur-
rently possess that constitute their capability. Even more important is the
potential to develop and produce ever more advanced armaments. Just as
service members shoulder the responsibility of defending the homeland, the
designers and technicians who produce their weaponry must also share in

their mission.

The domestic defense industry holds important implications for both na-
tional security as well as economic development. While it is still possible
to address the growing gap in Taiwan’s defense capabilities exclusively via
foreign procurement, the same gap phenomenon will reoccur in ten years.
Meanwhile, facing an environment of economic constraint in which the
manufacturing sector continues to move abroad and unemployment rates
climb, a domestic defense industry rooted in Taiwan with the appropriate
guiding policies and management of demand can create job opportunities,
stimulate industrial upgrading, and open up access to an even bigger market
globally. As the equal prioritization of national security with economic
development forms one of the major planks of the DPP’ road back to
government, the importance with which the DPP views the development of

the domestic defense industry goes without saying.

Therefore, I reaffirm on behalf of the DPP that if the DPP returns to gov-
ernment in 2016, it will proactively seek to strengthen Taiwan’s self-reliance
in national defense and work tirelessly to restore the defense budget to 3%
of national GDP. A significant portion of the increased budget allocation
will be devoted to the task of reviving the domestic defense industry, with
the goal of elevating Taiwan’s capacity to produce our own defensive
equipment and weaponry. I will do my utmost to maximize the available re-
sources allocated to national defense and provide the highest quality equip-
ment to our armed forces, and I will spare no effort to cultivate a thriving

defense industry on home soil.

Revitalizing the defense industry is the entry point for the “revolution of
military affairs with Taiwanese characteristics” advocated by the DPP. In
addition to underscoring the need for a total change of mentality and
structural overhaul, and in order to stimulate three core sectors of the do-
mestic defense industry, I hereby announce the “two resolutions and five

preparations” to initiate the development of the defense industry.
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Bolstering Taiwan’s Core Defense Industries

Resolution No. 1: Our determination to indigenously design and produce

submarines and new generation fighter jet will not waver;

Resolution No. 2: Our commitment to building an open and competitive
market in order to engineer the upgrade of our defense industry will not

change.

We welcome, and indeed need, international cooperation to materialize this
long-term project. We believe that transnational industrial cooperation will
serve to strengthen the bilateral security partnership with our friendly coun-

tries.

A self-reliant defense calls for tremendous resources that will require a na-
tionwide effort to accomplish, as well as full interagency and civil-military
cooperation. The DPP for its part faces five preparatory tasks that we must
undertake prior to 2016:

First, the DPP Legislative Caucus must lead the way to legislate or amend

the laws necessary to support the self-reliance in national defense;

Second, we must actively communicate the necessity of transnational indus-
trial cooperation with our friendly countries and security partners. The De-
fense Committee will also continue to study the optimal models for the fu-

ture cooperation.

Third, DPP personnel should be proactive in seeking out opportunities to
expand the global connections of Taiwan’s domestic defense industries and
to lay the groundwork of dialogue and communication for future interna-

tional industrial cooperation.

Fourth, the Defense Committee will continue to study how to promote in-
stitutional reform of the Ministry of National Defense to improve the effi-

cient use of resources and implement effective management procedures.

Fifth, the DPP must not betray public expectations, and must listen to dif-
ferent viewpoints from across the whole spectrum of voices to formulate
an optimal and comprehensive policy. On the matter of bolstering Tai-
wan’s national defense capabilities and defense industry, my illustrious col-
leagues in the DPP and the think tank must rise above the blue-green divide,
for we will need to forge as many linkages as possible between the govern-
ment, private sector, and academic realms, and to facilitate interflow be-

tween the factories, laboratories, business parks, and campuses.
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Bolstering Taiwan’s Core Defense Industries

The concept of self-reliance in national defense has been largely limited to
words unaccompanied by actions in the past. Our resolutions and prepa-

rations will help to propel Taiwan toward this historic step with confidence
and courage.

Ing-Wen Tsai

President, New Frontier Foundation
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Bolstering Taiwan’s Core Defense Industries _

Summary

The Defense Committee finds that bolstering an indigenous defense industry must
form one of the key planks of the DPP’s efforts to promote national defense reform
and strengthen Taiwan’s self-defense capability. For the DPP to stand for safeguarding
national security as well as furthering economic development, it must act as a pivot sup-
porting for the industry to drive the building up of the national defense.

Thus, in the process of working toward a return to government in 2016 and under
the direction of both former chair Su Tseng-chang and current chair Tsai Ing-wen, the
Defense Committee undertakes a thorough examination of the current prospects for
developing an indigenous defense industry, drawing on wide-ranging expertise and forg-
ing new linkages to identify the existing bottlenecks to industry development, and to
formulate a defense industry vision for a new DPP administration.

Our research revealed that the first bottleneck resides in the shortsighted mentality
and desire for quick, visible success at the highest decision making levels, which prevents
a recognition that self-reliance is the foundation of true defense readiness and that
building comprehensive security partnerships requires expanding international industrial
cooperation. The second bottleneck is that the existing concepts and procedures for
force planning are not conducive to implementing the spirit of Art. 22 of the National
Defense Act regarding defense self-reliance, as the institutional design do not prioritize
indigenous production. The third bottleneck is the current technological gap between the
domestic industry and international standards which will need to be addressed.

With regard to these bottlenecks, the Defense Committee recommends that a DPP
administration should resolutely insist on self-reliant defense, and should begin under-
taking the necessary preparations as part of the process of returning to government.
Upon taking office, it must move swiftly to implement defense reform, including giving
the MND a leading role in the development of the indigenous defense industry. This
reform should be based on a comprehensive strategy that is demand-driven, in compli-
ance with industry quality standards to ensure readiness, and focused on supporting and
assisting the upgrading of technological standards through international cooperation, as
well as incentivizing investment toward elevating the proportion of high-quality and in-
digenously-produced equipment in service. The MND will need to take on multiple
roles as planner, user, supporter, regulator, and investor, in order revitalize the indigenous
defense industry, and to avoid replicating the same dead knot of arms procurement, in
the process of ushering in the imminent third generation military force reconstruction.

The DPP reaffirms to increase the defense budget to GDP 3% level. Additionally,
the Defense Committee recommends that to meet the needs for revitalizing the defense
industry, 70% percent of the new budget increase must be devoted toward military in-
vestment items, to stimulate the industry development by creating stable demand. The
goal is that by the year 2020, expenditures going toward domestic production should
reach no less than 60% of total military investment.
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Bolstering Taiwan’s Core Defense Industries

Meanwhile, there are many tasks that the DPP can begin tackling even now. The
Defense Committee recommends that the DPP Legislative Caucus immediately initiate
the requisite legislation or amendments to existing laws to achieve national defense
self-reliance, including establishing a clean and smart procurement process centered on
the principle of an open and competitive market mechanism, thus laying the foundation
for a legal framework for self-reliant national defense. The Defense Committee also ad-
vises that prior to 2016, the DPP should endeavor to forge connections and dialogue
between domestic and international defense industries, to facilitate preparatory discus-

sions toward a model for future international industrial cooperation.

The Defense Committee proposes the following specific strategies for developing

the three core defense industries: aerospace, shipbuilding, and information security.

In the aerospace industry, we must commit to the path of indigenous design and
manufacture trainer jets and V/STOL fighter jets, in hopes that, with a steady and pre-
dictable level of demand, industry leader AIDC will be capable of achieving technologi-
cal breakthroughs over time. The MND must also create a highly competitive market for
UAYV, which on the one hand would lead to a high technological standard for a variety of
UAV with a broad range of different functions and features, while on the other hand will
incentivize more manufacturers or research organizations to get involved in R&D, invig-
orating the whole UAV sector.

In the shipbuilding industry, we must stay the course toward indigenous construc-
tion of submarines, leveraging international industrial cooperation to elevate domestic
R&D and production standards. To support the Navy’s surface vessels upgrade plan
while stimulating R&D relating to UUV, the MND must fulfill its role as demand man-
ager, using a competitive market mechanism to encourage manufacturers to raise their
own standards, and thereby reap greater profit margins based on their competitive tech-
nologies. In addition to improving naval capabilities, this would also raise the standard
of the entire domestic shipbuilding industry, opening up the possibility of access to the
global market.

As for the information security sector, in consideration of the unique characteristics
of the industry, the focus should be on introducing the capacity already currently availa-
ble in the civilian sector spin-on military applications, then releasing military IO technol-
ogies spin-off to commercial market, and initiating a new round of R&D. The key de-
terminant might be how to effectively attract, identify, and recruit IO talent, followed by
encouraging SMEs to enter the defense security market, and, lastly, proceed to the R&D
of critical 1O technologies |l
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Bolstering Taiwan’s Core Defense Industries

I. A Self-reliant Defense Industry: The Starting Point of Taiwan’s

Defense Transformation

The Defense Policy Advisory Committee of the DPP’s New Frontier Foundation
(hereinafter “Defense Committee”) has stated on multiple occasions in the past that re-
forming Taiwan’s national security and raising defense capabilities must begin with the
revitalization of the indigenous defense industry. This imperative takes into considera-
tion both national security objectives—such as the growing imbalance in cross-Strait mil-
itary capabilities, the difficulties and uncertainties of procuring advanced equipment
from foreign sources, and the nature of emerging new threats—as well as broader na-
tional conditions, including across-the-board tightening of resources, as well as the need
to upgrade industries, sustain the manufacturing industry and create local job opportuni-
ties. The Defense Committee thus strongly recommends that—before the existing hu-
man capital for defense research and development is exhausted, as the necessary basic
infrastructures and facilities are still serviceable, and while international industrial coop-
eration remains a possibility—the DPP must fully commit to the revitalization of the
domestic defense industry if it returns to government.

This idea has been affirmed by the DPP and developed in the previous volumes of
the defense policy blue paper. For example, in Defense Biue Paper No. 1, DPP Defense
Agenda, released in June, 2013, former DPP Chair Su Tseng-chang cited the strengthen-
ing of the indigenous defense industrial base as the third most important priority in the
DPP’s preparation to return to government (with the first priority being “re-establish
soldiers’ dignity and honor,” and the second, “immediately increase the defense budget”),
stating that:

...[T]he combination of defense expenditure and economic development must be fully
implemented. The resonrce competition between defense expenditure and economic de-
velopment must be changed conceptually and practically into a mutually reciprocal rela-
tionship. Defense expenditure must be well-managed as value-added investment in eco-
nomic development. No economy, no defense: the economy and defense must be mutnally
reinforcing. We have to foster private industry investment in weapons research and de-
velopment (R&D), enconrage foreign partners to work fogether with local industries,
and put the focus of future R&>D on next-generation fighters, unmanned aerial vehi-
cles (UAV), indigenous submarines, asymmetric weapons, and cyber waghre.l

At the same time, when the legislation required for converting the Chung-shang In-
stitute of Science and Technology (CSIST) into an executive agency met with obstacles
in the Legislative Yuan, the paramount importance of the CSIST in the national defense
industry led the Defense Committee to undertake an in-depth study of the issue. De-
fense Blue Paper No. 2: Transforming the CSIST: Strengthening Indigenous Defense Research and De-
velopment recommended that:

! DPP’s New Frontier Foundation, Defense Blue Paper No. 1: DPP Defense Agenda, (2013), p. 5.
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Bolstering Taiwan’s Core Defense Industries

Competent defense science and technology (S&°T) manpower is the backbone for the
CSIST to achieve its core missions. The chief goal for this CSIST transformation is
to angment the advanced weaponry Re>D through upgrading personnel competency
and efficiency. Nevertheless, more importantly, existent subordinated relationship be-
tween the CSIST and the Ministry of National Defense (NMIND) will be consequent-
by altered as soon as the former is transformed into an executive agency. But, it would
be unwise if this caused the CSIST and the MIND to become strangers on the street.
The transformed CSIST should maintain a qualified status and build a closer part-
nership, a healthy reciprocity between operational requirement and ST potential,
with the MIND in the process of procurement decision-making and overall defense in-
dustrial development. To achieve this goal, the CSIST cannot distract from its estab-
lished purpose. After transforming into an executive agency, the CSIST will need to
spin-off its dual-use technology to commercial market to obtain funding for its opera-
tions, but it cannot immerse itself in competing with civilian industries only. What the
transformed CSIST should concentrate upon is to integrate ST potentials from ci-
vilian sectors and to spin-on CSIST advanced weaponry R&>D. To strike such a
balance, we wurge that the transformed CSIST SST budget (excluding the R&>D
budget for mass production) allocated by the MIND should not be decreased below the
level of 3% of annual defense budget. Meanwhile, we also urge that, in spite of the
increase of the CSIST personnel and operational flexibility, the NMIND should effec-
tively guide the CSIS'T to the direction for fulfilling its core national defense missions.t

Throughout the legislative process, not only did the Defense Committee and the
DPP caucus keep up positive two-way communications with the MND about the legisla-
tion relating to CSIST transformation, in April, 2013, former DPP Chair Su Tseng-chang
also personally met with MND officials to coordinate on the issue, accompanied by cau-
cus convener Ker Chien-ming, Dr. Joseph Wu, then-executive director of DPP’s Com-
mittee on Policy Research and Coordination (currently DPP Secretary-General), and
some Defense Committee advisors. The dialogue ultimately facilitated the passage of
amendments to the Act for the Establishment of the National Chung-shan Institute of
Science and Technology. This example not only demonstrates the great importance
which the DPP accords to the matter of national defense from top to bottom, but also
set a major precedent for kind of bipartisan cooperation for “competent democratic de-
fense governance” that the party advocates. Major initiatives proposed by the DPP that
were ultimately folded into the MND’s draft bill and passed include:

-- MND S&T fund allocations to the CSIST shall not fall below 3% of the total
annual defense budget. (Act for the Establishment of the National Chung-shan
Institute of Science and Technology, Art. 5, Section 2, Clause 1 — “In principle,
3% of the annual budget for national defense.”);

! DPP’s New Frontier Foundation, Defense Blue Paper No.2: Transforming the CSIST: Strengthening
Indigenous Defense Research and Development, (2013), pp. 1-3.
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Bolstering Taiwan’s Core Defense Industries

-- Defense Minister shall serve as the President of CSIST (Act for the Establish-
ment of the National Chung-shan Institute of Science and Technology, Art. 10,
Section 1);

-- The CSIST shall issue a “Ten-Year Defense S&T Development Concept” and a
“Five-Year Defense S&T Application Program,” while the MND is given authori-
ty to supervise the development of these two documents by CSIST (Act for the

Establishment of the National Chung-shan Institute of Science and Technology,
Art 11, Section 1, Clause 1; and Art. 12, Section 1, Clause 1);

-- The MND should invite the CSIST to participate in major force planning
meetings related to defense S&T, S&T application and production. and direct
guidelines regarding force planning so that the CSIST can proceed to develop
follow-up “Ten-Year Defense S&T Development Concept (TYDS&TDC),” the
“Five-Year Defense S&T Application and Production Plan (FYDS&TAPP),” and
the annual operational plans and budgets (As stipulated, the MND should de-
mand the CSIST to participate in major force planning meetings related to de-
fense S&T, S&T application and production, and [the MND] should direct
guidelines of defense S&T development based on its force buildup concept and
force construction plan.)

In Defense Policy Blue Paper No. 5: Chinas Military Threats against Taiwan in 2025 pub-
lished in March 2014, the Defense Committee especially highlighted the fact that Chinese
military technology R&D has driven a generation leap in People’s Liberation Army capa-
bilities, and cautioned that in order to meet the severe military threats of the future, “we
must overcome a defeatism mentality because those who are willing to devote efforts will
stand the test of time. Taiwan has the first-class talent and the capability for innovative
R&D in science and technology. These are the most fundamental capabilities for Tai-
wan’s national defense.” Setting a course for the revitalization of the indigenous de-
fense industry to serve as the main path to Taiwan’s defense reform and strengthening
defense capabilities,

[t]he DPP wants to be the catalyst in encouraging our indigenons defense industry to
bolster our defense capabilities. Drawing on the examples of the defense establishments
in other countries, we conld say that military capabilities require the support of indig-
enous defense industries; otherwise, the combat capability is a facade, lacking develop-
ment potential, and in a Zero-sum battle with economic development. In the future, the
pursuit of “national defense development with Taiwanese characteristics,” should be
pragmatic about the trends of China's military threats against Taiwan and will be in-
itiated from the laboratories and factories across the mmmy.l

! DPP’s New Frontier Foundation, Defense Policy Blue Paper No. 5: China’s Military Threats against Taiwan in
2025, (2014), p. 3.
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Bolstering Taiwan’s Core Defense Industries

The DPP takes very seriously the question of self-reliance in national defense while
realistically confronting the current conditions of the domestic industry. In effort to
achieve the norm for national defense self-reliance set out in Art. 22, Section 1 of the
National Defense Act (“Government agencies under the Executive Yuan shall follow na-
tional defense policies to consolidate efforts of the private sector to develop defense
technology industries. Acquisition of weapon equipment shall firstly consider those built
domestically. When it is necessary to pursue outsourcing channels, the acquisition activi-
ties shall realize technology transfer policy so as to establish an autonomous national de-
fense infrastructure”), since 2012 the DPP has participated even more actively in the
US.-Taiwan Defense Industry Conference held annually in the United States. In addition
to setting a new record for the number of DPP participants in the conference that year,
we have also made promoting U.S.-Taiwan defense industry cooperation and increasing
technology transfers through the Industrial Cooperation Program (ICP) as the primary
objectives each time we attend the conference. The DPP believes that strengthening
the U.S.-Taiwan security cooperation relationship should go beyond the question of tra-
ditional arms sales. In Defense Policy Biue Paper No. 4: New Chapter for Taiwan-U.S. Defense
Partnership, we also stated that

industrial defense cooperation has to be seen as a vital part of the new chapter of the
partnership...Such co-operation will support the defense industrial bases in both conn-
tries, foster the quality of our defense research and development, and deliver new job
opportunities. In essence, we intend to seek smart and clean acquisition operations
while furthering efficient and pluralistic patterns for international cooperation of de-
fense industries.

In the 24 regular meetings of the Defense Committee held between 2012 and 2014,
at least 10 (or 42%) of them have included discussions about the issue of improving the
degree of self-reliance of Taiwan’s defense industry. Four the 12 advisors of the Defense
Committee, or one-third, have background experience in the defense industry. In 2013
the Committee has also undertaken two site visits to related local shipyards and defense
exhibit, and took every opportunity of official overseas visits to articulate the DPP’s ap-
proach to reviving Taiwan’s defense industry and cross-border industrial cooperation to
the government, contractors, scholars and think tankers from various countries.

Between June and August, 2014, current DPP Chair Tsai Ing-wen authorized the
continuation and completion of the defense policy blue papers series, and expanded the
existing channels of communication with the industry sector; in September, 2014, New
Frontier Foundation CEO Lin Chuan endorsed the development of the indigenous de-
fense industry as a priority, and set institutional reform and resources optimization as the
two guiding principles. According to our roadmap plan, in addition to the blue papers
#1-6 previously released by the Defense Committee, there will be six more volumes to
be published between September 2014 and May 2015. The papers among these with
direct or indirect relevance to the question of Taiwan’s national defense industry will in-
clude

! DPP’s New Frontier Foundation, Defense Policy Blue Paper No. 4: New Chapter for Taiwan-U.S.
Defense Partnership, (2013), p. 2.
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Bolstering Taiwan’s Core Defense Industries

-- The current volume, Defense Policy Blue Paper No. 7: Bolstering Taiwan’s Core Defense Indus-
tries, which will describe the vision for developing the indigenous defense industry and
outline the core sub-sectors to be developed; and

Volumes to be released by May 2015:

-- Defense Policy Blue Paper No. 10: Taiwan’s Armed Forces After Next, which will propose the
establishment of: the Advanced Defense Program Office and the elevation status of In-
formation and Electronic Warfare Command, along with these two units’ related organi-
zational, software and human capital requirements, as well as a design for inter-agency
and military-civilian interface;

-- Defense Policy Blue Paper No. 11: Clean and Smart Procurement, with recommendations for
ensuring prudence in military procurement, industry certification, and related statutes
and regulations; and

-- Defense Policy Blue Paper No. 12: New Model for Taiwan-U.S. Defense Industrial Cooperation,
discussing models for Taiwan-U.S. defense industry R&D and production cooperation,
and bringing Taiwan’s defense industry into the global supply chain.

Once the release of the 12 defense policy blue papers is completed, eight of the 12,
or two-thirds, will either directly or indirectly touch upon the issue of Taiwan’s defense
industry. The policy recommendations contained in these papers will form the DPP’s
defense policy white paper and an important reference for the defense policy platform of
the party’s presidential candidate.

I1. Three Bottlenecks of Taiwan’s Defense Industry Development

In times of constrained defense resources, efficiency matters. Due to fiscal tight-
ening in recent years, economic development and social welfare spending have crowded
out defense (see FIGURE 1). It would naturally be difficult to garner the general pub-
lic’s approval if our military investment becomes nothing but “consumption” of foreign
arms procurements. The solution to this zero-sum situation is to turn defense acquisi-
tion into value-added investments, such as increasing jobs opportunities, industrial up-
grades, and global market access. It would be a waste of taxpayers’ money and difficult
to garner the public’s support for defense budget increases, if the MND cannot meet
these expectations. To satisfy expectations, the MND needs to expand its roles and
mission, shoulder more responsibilities to bolster indigenous defense industries, and see
a self-reliant defense R&D capacity as part of military readiness.

Before depicting a vision for our indigenous defense industry development, we
should point out three bottlenecks in the process of our defense industry development:
from the national security top decision maker, the MND, and the industry sector. The
development of Taiwan’s defense industry cannot make a breakthrough without tackling
these three conceptual and institutional bottlenecks.
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Bolstering Taiwan’s Core Defense Industries

25
20 |
15
l . - .‘ ‘. ~
¢ . 4 |
b4
[ | ¢ . m
~ -
u- - | g
10
5 -
0
2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015
Defense Spending 15.9 | 18.7 | 20.1 | 17.2 | 16.6 | 16 16 | 15.8 | 15.8 | 15.9
Economic Development Spending | 12.8 12 119 | 145 | 119 | 12.6 | 143 14 14.6 | 13.8
Social Welfare Spending 185 | 186 | 17.5 | 179 | 188 [ 19.4 | 21 | 22.6 | 21.9 | 22.5
+Defense5f>ending ) = 8l = Economic Development Spending
—l—Social Welfare Spending

Figure 1: The Percentage of Defense, Economic Development and Social Welfare
Spending in the Central Government’s Annual Budget

“The biggest obstacle in self-reliant defense,” as Legislator Hsiao Bi-khim stated in
2013, “is the leader’s will.” The national security top decision maker often overstated
arms procurement as the only indicator of security cooperation relations between Taiwan
and its friendly countries. This urge for quick success and fast returns leads to con-
spicuous consumption of weaponry as a top priority to publicly display a seemingly
strong security cooperation relationship with our friendly countries. Under this mental-
ity, indigenous defense industry development is regarded as a bargaining chip in exchange
for arms sales, or is easily sacrificed during the negotiation processes.
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Bolstering Taiwan’s Core Defense Industries

In fact, arms procurement is not the only indicator of security cooperation success,
nor is it the best way to improve bilateral relationships. Though arms sales cases can
increase mil-to-mil exchanges, it is bilateral cooperation such as technology transfer, cap-
ital investment, joint R&D and vertical industrial division that creates opportunities for

deepening the security cooperation

Though arms sales cases can increase  relationship while promoting Tai-
mil-to-mil exchanges, it is bilateral  wan’s capacities of indigenous de-
fense research and production.

cooperation such as technology

. . . . The arms suppliers may not only
transfer, capital investment, joint ; .
have commercial profit considera-

R&D and vertical industrial division ;.. in mind, but also have na-
that creates opportunities for deep-  tonal interests concerns when they
ening the security cooperation rela- are unwilling to provide the arms

tionship while promoting Taiwan’s that Taiwan needs timely. Taiwan

should pursue a self-reliant defense

capacities of indigenous defense re- .
p g and seck to establish a compre-

search and production hensive defense industrial part-
nership with its friendly countries.
Over dependence on arms sales would only leave our friendly countries in doubt about

Taiwan’s self-defense resolve.

Furthermore, arms acquisitions from abroad will only become increasingly difficult
as China rises, with China’s leveraging its economic power to bar our arms procurements.
Friendly countries might not necessarily be able to provide Taiwan what it needs in time,
considering their own national interests. Take the fighter jets for example, as TABLE 1
shows, Taiwan was neatly 10 years behind South Korea in acquiting F-16 A/Bs.  South
Korea commissioned its F-16 C/Ds in 1986, while Taiwan has not been sold the same
type of aircraft by the United States. Taiwan introduced F-5s more than a decade earli-
er than the Republic of Singapore Air Force (RSAF), but Singapore acquired F-16 A/Bs
neatly a decade before Taiwan. The RSAF currently owns both F-16 C/Ds and F-15
SGs. In the other words, countries that lagged behind Taiwan in the 1950s, such as Ja-
pan, South Korea, and Singapore, are now at least 10 years more advanced than Taiwan.
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Bolstering Taiwan’s Core Defense Industries

TABLE 1: Time Comparison for the Introduction of American Fighter Jets

Year American Fighter Jets Were in Active Service
in the US and Other Asian Countries
Jet type USA Taiwan Japan South Korea Singapore
F-86 1949 1954 1955 1955
F-100 1954 1958 Not Not
introduced introduced Not yet
F-104 1958 1960 1962 Not independent
introduced
F-4 1960 Not 1968 1969
introduced
F-5 1962* 1965 Not 1965 1979
introduced
F-15 1974 Not 1981%* 2005** 2011%*
introduced
F-16 1979%** 1998%*** Not 1989*** 1988***
1984 **** introduced 1986**** 1998****
Note:

* aggressor/adversary squadron, not enlisted as the main force, front-line fighter.
** variants like F-15 J in Japan, F-15 K in South Korea, and F-15 SG in Singapore
***F-16 A/B *¥*** F-16 C/D

Besides U.S. national interest concerns, the government of Taiwan’s lack of resolve
regarding self-reliant defense is also to blame for the looming Taiwan fighter gap. Even
though the RSAF was established later than Taiwan, Singapore’s military aviation indus-
try (and other defense related industries) has turned around from scratch. At the time,
Taiwan’s Indigenous Defense Fighter (IDF), designed and built by the state-owned Aer-
ospace Industrial Development Corporation (AIDC), was suffering from a lack of inter-
est by the military, and subsequently headhunters siphoned off talented Taiwanese R&D
experts for South Korea. Meanwhile, Singapore joined the American F-35 program in
2004 as the 10th international cooperation participant. Three of Singapore’s arms pro-
ducers were ranked among the world’s top-100 companies in the defense industry. In
Europe, the defense industry in Spain was hardly significant. But since the 1980s when
the Spanish government started to invest heavily in defense technology R&D and seized
the opportunity of ICP through F/A-18 fighter jet contract, Spain, in the 1990s, has
transformed itself from an arms buyer to partner in a multinational collaborative effort
to develop the Eurofighter TYPHOON. These two cases tell us: if our government
cannot make up its mind to assert a path to a self-reliant defense, it will be harder to ac-
quire arms because of its growing dependence on foreign arms sales, and Taiwan will be
less likely to establish a credible defense partnership with its friendly countries.

The bottleneck at MND level consists of both conceptual and institutional prob-
lems.
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! Bernald Udis, “Offsets and International Industrial Participation,” in Richard A. Bitzinger ed., The
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Bolstering Taiwan’s Core Defense Industries

Gauging the conceptual problem, our traditional guiding principles for military
build-up -- “fighting, equipping, organizing, and training” -- appears overly conservative
and shortsighted. It is conservative in the sense that the MND only focuses on “equip-
ping” and regards the development of the indigenous defense industry as beyond its
scope. It is shortsighted for its emphasis on equipment in service and negligent re-
garding the strategic and tactical impact of new technology. TFor example, only vessels
or fighter jets in service made them to the procurement list, but this caused a “dead knot
of arms procurement” (defined below) when the arms procurement negotiations stalled.
As a result, the window of opportunity for indigenous R&D was missed. Even when
the arms sales are successfully negotiated, there were nearly no bargaining chips to lever-
age between competing suppliers, to say nothing of gaining sufficient ICP promised
quota. For Taiwan, in the major arms deals, there is usually a promised quota of 40%
of the contract value allocated for ICP, which is below median level (During 1993-2000,
European countries had a quota of 97% on average, Australia 172%, and non-European
countries 46.7%)1. Moreover, the allocation of ICP quota is authorized by the Ministry
of Economic Affairs (MoEA), which is unfamiliar with defense R&D needs and is ex-
cluded from the beginning of arms trade negotiations. Needless to say, the ICP quota
was mostly applied to those indirect ICP unrelated to the arms sales items. As FIG-
URE 2 illustrates, there have been insufficient direct ICP (only 20% of total ICP prom-
ised quota used in defense industries excluding aviation-related technology transfer) to
improve the technological level of the indigenous defense industry, not to mention the
transfer of sensitive technologies (only 50% of total ICP promised quota used in tech-
nology transfer) which can help the indigenous defense industry to make R&D break-
through. Situations have not improved much after the establishment of MoEA/MND
ICP Policy Committee in 2010. For example, in 2010 approximately 110 ICP agreements
was signed, the sum of promised quota reached 9.054 billion US dollars. However, the
sum of actual fulfillment quota was only 6.003 billion US dollars. In other words, only
62.83 of promised quota have been successfully implemented. Since 2000, such a gap
between promised and fulfilled ICP quota is steadily growing. The ICP efficiency is ob-
viously stagnated. Shadowed by the “Lafayette scandal” and suffering from a lack of
arms procurement regulations, the MND’s foreign procurements have been self-locked
into the framework of foreign military sales (FMS). This has not only been an issue of
resource utilization efficiency and procurement process accountability, but also a road-
block for achieving a self-reliant defense

! Bernald Udis, “Offsets and International Industrial Participation,” in Richard A. Bitzinger ed., The
Modern Defense Industry: Political, Economic, and Technological Issues (Santa Barbara: Praeger,
2009), 262.
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Bolstering Taiwan’s Core Defense Industries

700
600 |
500 |
400 f
300 f
200 |
100 F
0
2004 2005 2006 2007 2008 2009 2010 2011 2012 2013
Direct ICP 39.6 211.6 46 354.4 48.5 267.4 | 613.5 294.4 132.1 37.4
Indirect ICP | 336.7 130.3 192.7 368.4 99.4 348.9 297.5 153.4 | 2383 97.7
in Million US Dollars quota
B Direct ICP Ondirect ICP

FIGURE 2: Taiwan’s Direct and Indirect ICP Received in the Past Ten Years

Even with domestic production, the MND’s over emphasize on immediate readi-
ness often led to ignorance of continuous R&D planning once the production is com-
pleted. As a result, the talented S&T experts lost their passion and energy, and the
companies lost incentive to invest in advancing defense R&D due to growing risks. Be-
sides, instead of advancing R&D capacity, some local companies prefer to mobilize its
political networks to lobby for contracts; as a consequence, those who lost the bids
turned to blackmailing, while those who won at a low bid failed to fulfil the contract. In
the end, the MND duly avoided interactions with domestic industries. Likewise, the
domestic industries (especially small and medium enterprises [SME]) duly avoided work-
ing with the MND due to its endless red tape, unwritten rules everywhere, and extremely
unpredictable orders. Taken together, this situation makes up MND’s institutional
memory, which subsequently is inclined to seek foreign procurement via FMS when it
fails to establish a friendly collaborative relationship with the domestic industries.
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Bolstering Taiwan’s Core Defense Industries

In the next chapter on our vision for industry development, we will underscore the
imperative of continuously maintaining R&D potential, which should be added to the

The military should evolve to new
guiding principles from “fighting,
equipping, organizing, and training”
to “researching, fighting, building,
equipping, organizing, and training.”
In additions to utilize innovative S&T
and support defense R&D, the MND
should
self-reliant defense policy by encour-

also fully implement the

aging domestic production as princi-

equation of visible combat capa-
bilities along with the quality and
quantity of weaponry in service,
and logistics and supply manage-
ment.  Bolstering our defense
industry does not equal profiting
specific contractors; the MND
must get rid of  those
self-imposed restrictions as simp-
ly a user or consumer of weapons.
Instead, the armed forces should
evolve to new guiding principles

from “fighting, equipping, organ-

pal, foreign procurement as exception  izing, and training” to “researching,
tighting, building, equipping, or-
ganizing, and training”” In addition to utilizing innovative S&T and supporting defense
R&D, the MND should also fully implement the self-reliant defense policy by encourag-

ing domestic production as principal, foreign procurement as exception.

The procurement decision-making, planning, and procedures constructed on the
basis of existing conservative and shortsighted principles naturally become structural
bottlenecks. As illustrated in FIGURE 3, the starting node of Taiwan’ military acquisi-
tion is the Office of the Deputy Chief of the General Staff for Operations and Planning
(J-3), which puts together the Joint Warfighting Capability Planning (JWCP) based on the
Interacted with the JWCP, desired
weapons and equipment that are deemed necessary for military operations are folded in-

operational requirements put forth by Services.

to the Ten-Year Force Buildup Concept (TYFBC) document, produced every two years
by the MND’s Strategic Planning Department (SPD). While there is no designation of
priority sequencing among the desired weapons and equipment listed for acquisition in
the TYFC, this sequencing and prioritization are determined in the SPD’ Five-Year
Force Construction Plan (FYFCP). The General Staff Headquarter (GSH) -- primarily
J3 -- directs the Services to put forth their detailed operational requirement documents in
accordance with the FYAP, including a listing of possible sources and suppliers of the
selected armaments systems, and these requests are further evaluated by the Integrated
At this
point in the process, the selection of systems for acquisition is largely set, and it then falls
Once the fund-
ing plan is completed, Armaments Bureau (AB) units are responsible for implementation

Assessment Department (IAD), which will complete a system analysis report.
to the SPD to review the investment program for the chosen systems.

of the procurement, including contracting, auditing, and program management.
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Bolstering Taiwan’s Core Defense Industries

TYFBC —T> FYFCP system analysis
A I
SPD | SPD IAD
R 1
! TYR&DI !
RPD

Policy

JWCP operational

requirement

J-3

mainly J-3

General Staff

Armament

A 4

investment

program

AB
FIGURE 3: The Framework of Taiwan’s Military Procurement Planning

This procedure outlined above may appear precise, but in fact contains many struc-
tural loopholes. First of all, the whole process lacks a comprehensive strategic guidance.
The starting node of the JWCP is not clearly rooted in guidance from any national-level
strategy document. There is no National Security Strategy Report from the Taiwan’s
National Security Council (NSC),1 There is no guiding policy documents on national
defense strategy, military S&T, or the defense industry. The National Defense Report
published once every two years and the Quadrennial Defense Review (QDR) released
every four years are outcomes rather than initiative inputs of strategic planning and serve
no significant roles in guiding defense planning. The relevant agencies and departments
are left to discern the direction of defense policy based on ad hoc statements and re-
marks by the President or Defense Minister.

! The Defense Committee proposed in 2013 that NSC should submit National Strategy Report to the
Legislative Yuan with six months after the inauguration of new president. See New Frontier Founda-
tion, Defense Policy Blue Paper No. 3: An Accountable National Security Council (2013), p. 2.
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Bolstering Taiwan’s Core Defense Industries

Second, without top-down guidance, J-3’ JWCP comes under the political manip-
ulation of Services’ competing operational requirements proposals. In practice J-3
finds difficulties in raising joint operation requirement proposals that are displeasing to
the Services. Finally, the most critical step in the process is the prioritization of various
operational requirements going from the TYFBC to the FYFCP.  Although special pro-
ject meetings headed by Defense Minister deliberates over these proposals, mili-
tary-background ministers are frequently influenced by his Service interests creating a
risk that the determination of procurement priorities are colored by parochial biases.

The above framework carries four features that are not conducive to a self-reliant
defense. First, in the process of going from the TYFBC to the FYFCP to prioritize
procurement needs, any R&D initiatives are designated under the Ten-Year Research and
Development Items (TYR&DI, currently overseen by the Resource Planning Depart-
ment, RPD). The logic of TYR&DI is: domestic R&D programs are initiated once the
desired capability is unlikely to be obtained via foreign acquisition.  Yet this logic would
contravene the principle of “acquisition of weapon equipment shall firstly consider those
built domestically,” as laid out in Art. 22, Section 1 of the National Defense Act. In
practice, the long built-in lead time of the procurement planning and international nego-
tiation process means that by the time attempts at foreign acquisition meet obstacles, the
window of opportunity for do-
mestic R&D has long passed. The
quest to close the capability gap in
domestic R&D has long passed. The the shortest possible time span
quest to rapidly close the capability has led to the phenomenon of

gap has led to the “dead knot of arms “dead knot of arms procurement”
that is unique to Taiwan, wherein

When foreign acquisition meets obsta-
cles, the window of opportunity for

” . .
procurement”, wherein the difficulty the difficulty of procuring from

of procuring from fore1gn sources foreign sources leads to ever

leads to ever greater reliance on for- greater reliance on forejgn pro-
eign procurement curement. Second, the JWCP is
subject to a J-3 led process to co-
ordinate between the operational requirements of the different Services, but the operat-
ing principle of J-3 and colleagues S-3 staff in Services seems limited to “operating with
existing equipment, instead of preparing for strategic needs” (you sheme, da sheme; da sheme,
you sheme). Very rarely does the thinking extend to the possibility of technological innova-
tion, of building something specifically tailored to the anticipated threat. Third, although
J-3 is responsible for reviewing Services’ operational requirement documents, the Ser-
vices sometimes have described their requirement so specific -- like “first shooting the
arrow, then hanging the target” -- that the selection of arms and equipment is made long
before the following analysis of various options. Even if the possibility of domestic
procurement does exist, because ascertaining the possibility does not fall within the re-
sponsibility of the Services nor the GSH, a comprehensive assessment of domestic sup-
pliers is naturally lacking.  Finally, the TYR&DI was previously tasked to the AB, which
possesses greater connections and communication with domestic suppliers.  Shifting
this portfolio to the Resource Planning Department (RPD) would require a great deal of
time for RPD to re-build the relevant databases and experience.
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Bolstering Taiwan’s Core Defense Industries

The third bottleneck lies on local industries. Among the prime contractors, apart
from the ones that have traditionally worked with MND such as the AIDC and China
Shipbuilding Corp. (CSBC), due to the uncertainties of MND’s procurement needs and
expensive overhead costs, many firms are reluctant to invest in R&D while also lacking
experience with international cooperation. Consequently, they are unable to elevate
their technological and technical standards, remaining stuck on lower-level assembly op-
erations while relying entirely on CSIST to provide the combat system, with no inde-
pendent capacity for systems integration. The components and parts of some for-
eign-procured defense equipment are actually produced by Taiwanese manufacturers, yet
cannot be directly supplied to the military, but must first be shipped abroad and certified
by the original platform maker before being re-imported to Taiwan. Throughout this
process, the additional time required not only impacts the military readiness, the cost is
also exponentially increased, yet the benefit of the additional MND expenditure does not
flow to the domestic manufacturers. Moreover, Taiwan is a leader in information secu-
rity, possessing a wealth of skilled talent in this area, but lacks the management and inte-
gration capacities or the capital for existing SMEs to expand into medium- to large-scale
enterprises. Indeed companies are often acquired by or merged with foreign (including
Chinese) firms before having a chance to expand, as a result of which the domestic talent
and expertise are absorbed. The lack of investment in R&D, international connections,
and ready access to capital are very common bottlenecks within local defense industries.

ITI. A Comprehensive Defense Industry Development Vision

Bolstering Taiwan’s domestic defense industry is a key agenda item in the DPP’s
defense policy. The DPP, while

The DPP’s vision for defense industr
€ 5 vision fot delense usty in opposition, should identify the

development should be de- industry's developmental bottle-

mand-driven, to establish regulations  necks and establish a clear vision
for quality and national security con-  for defense industry development.

trol purposes, to improve technology  This will help accelerate the pro-

. . . cess of resource integration and
by international cooperation and to . ,
policy implementation as soon as

the Party returns to power.  This
mestic production rate can rise and a  chapter will first offer recom-
p

encourage investment in S&T so do-

new cycle of demand can be activated mendations for a comprehensive

development vision, and then the

following chapters outline our specific approaches for three core industries. Here, we
recommend the following four focuses.

First, create a demand-driven market for domestic industries.

To demonstrate our unwavering resolve for a self-reliant defense posture, future
major arms acquisitions should set domestic industries as the preferred contractors.
Reducing procedural red tape and increasing transparency of the major procurement
needs will allow domestic producers more time to find international partners. If for-
eign procurement becomes necessary, the negotiators should actively bargain for a grad-
ual transition from offshore to local production.
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Bolstering Taiwan’s Core Defense Industries

Second, establish laws and regulations to govern defense industries and products.

To equip our armed forces with the best affordable arsenal, and to secure the con-
fidentiality of military assets, the MND should stipulate a rating system for defense con-
tractors and military assets based on their classification levels and technological complex-
ities. The MND should also assist domestic contractors to obtain certification and up-
grades, and actively oversee their security measures at different rating levels.

Third, step up industrial upgrades via international cooperation.

The MND can encourage its major domestic contractors to partner with foreign
companies, or use ICP agreements to demand technology transfer or technological and
capital investments from abroad. With an overarching plan of advancing defense tech-
nology, the MND can motivate domestic contractors to achieve technological advances
and enter the global market.

Fourth, lastly, expand investment in innovative S&T .

After carrying out the programs described above, and once the development of the
domestic defense industry (or the R&D of particular defense systems) has gained some
momentum, go forward with identifying the weaker domestic R&D items (or specific
armament subsystems) which deserve a higher ratio of self-manufactured content or as-
signed R&D items under the overarching S&T planning. Proactively invest in S&T of
these identified items at the CSIST or other business or academic institutes. Select the
best of the S&T achievement to create a new, demand-driven virtuous R&D cycle.

To realize the above mentioned goals, the Defense Committee recommends that
after the DPP returns to power, the DPP administration should maintain its resolve to
achieve a self-reliant defense, and direct the MND to expand its roles and mission in the
process of defense industry development. The MND cannot complacently stay on the
user end. It must move in the direction of becoming a supporter, regulator, and inves-
tor, and actively seek to advance development through its planner role (see FIGURE 4).

In light of the widening gap in our military capabilities and the growing difficulty of
acquiring foreign defense articles and resources, maintaining a self-reliant defense will be
the only way to keep up our combat capabilities. ~Self-reliant defense can support eco-
nomic development, create jobs opportunities for the domestic manufacturing industry,
attract foreign investment, and encourage industrial technological upgrades. Likewise,
economic development can support self-reliant defense: domestic manufacturers can
supply defense needs, help increase combat readiness and spur innovative operational
concepts. During the process of incorporating economic development into self-reliant
defense, the MND cannot limit itself to a uset’s role, and must expand its roles and mis-
sion. The MND must acknowledge the fact that bolstering self-reliant defense indus-
tries will strengthen military capabilities for the future, and it must shoulder greater re-
sponsibilities in inter-agency cooperation.
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Promote international cooperation and indus-

/ try upgrades \

Supporter
& d Stabilize demand chain
Encourage S&Tan Investor Planner User to attract industrial
innovation suppliers
Regulator

N 4

Stipulate regulations for the industry and

production

FIGURE 4: The New Role and Mission for the MND in Self-Reliant Defense.

From the planner’s point of view:

(1) The NSC in the new administration should summit a National Security Strategy
Report (NSSR) to the Legislative Yuan (LY) no later than six months after the presiden-
tial inauguration.

(2) The MND should follow the comprehensive guidelines laid out by the NSSR
and submit a National Defense Strategy Report (NDSR) to the LY eight months into the
presidency. The continuities and discontinuities of new administration’s defense policy in
the NDSR shall affect the medium- and short-term planning in the QDR (submit to the
LY ten months after inauguration).

(3) Three months after the president takes office, the MND should assemble a De-
fense Industry Partnership Group (DIPA) task force, which includes legislators and ex-
perts from the academic and business sectors. The DIPA should submit a Defense In-
dustrial Development Strategy (DIDS) to the LY eight months after the presidential in-
auguration.

(4) Establish the Advanced Defense Program Office (ADPO) in the MND. Be-
sides taking on the three above mentioned tasks, based on the guidelines of the NDSR,
the DIDS, and the QDR, the ADPO should design and submit to the LY the following
reports: Ten-Year Indigenous Weapon and Equipment Development Concept (TYI-
WEDC),” and “Five-Year Indigenous Production Plan (FYIPP).” The ADPO should
also assist The Armaments Bureau in implementing these two reports, and supervise the
CSIST’s related planning process based on them.

! The idea of establishing a DIPA is inspired by British Defence Growth Partnership. For further in-
formation, see HM Government, Delivering Growth: Implementing the Strategic Vision for the UK
Defence Sector (2014).
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Bolstering Taiwan’s Core Defense Industries

(5) Revise the current force planning framework with the new guiding principles
“researching, fighting, building, equipping, organizing, and training.” The newly proposed
framework is illustrated as FIGURE 5.

NDSR LT T T ————— DIDS

l

QDR == JWCP "-" TYIWEDC

TYFBC m————————

FYFCP | mmmmmma FYIPP _

= : Considerations: Acquisition of :

operational : weapon equipment shall first i

requirement : consider those built locally. If

¢<_E domestically unavailable, tech-

: nology transfer should be made

. system analysis : available to local manufacturers :

proposed solution : .
: and the CSIST to advance its :

current framework : :
«€— production ability, or incorpo- :

: rated into the CSIST’s R&D plan-

Investment Program .
: ning process

Figure 5: Proposed Framework of Defense Procurement Planning
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Bolstering Taiwan’s Core Defense Industries

From the user’s point of view: apart from external factors like China’s military ex-

pansion and the growing difficul-

The third generation of force recon- ot foreion procurement, as de-

struction will be inevitable in the picted in TABLE-2, it is objec-

2020s. Taiwan must get a head start  tively true that our main combat

toward defense self-reliance in order to  Platforms are aging (even when

there are plans for upgrades and

prepare the defense industries home . .
programs of extending service

and abroad. In this way we can avoid i tking the IDF and F-16 A/B
repeating an arms procurement dead as examples), while operational

knot. The DPP has already announced  risks are escalating, and supply
and maintenance are increasingly
difficult due to the closure of

foreign production lines, also

that indigenous submarine program,
long rang UCAYV, V/STOL fighter jets,

and IO capabilities are our priorities known as diminishing manufac-

turing sources and material
shortages (DMSMS). Starting in 2020, the major combat platforms of Taiwan’s armed
forces must gradually enter the modernization phase and the third generation of force
reconstruction will become inevitable (the second generation of force rebuilding took
place in the 1990s). Taiwan must get a head start toward defense self-reliance in order
to prepare the defense industries home and abroad. In this way we can avoid repeating
an arms procurement dead knot that leads to a national security crisis.

TABLE 2: Age of Taiwan’s Main Combat Platforms

Air Force Navy Army

YE IDF F-16 | MIRAGE | KIDD LA FAYETTE PERRY KNOX | Z. M60- AH-1 | AH-64
AR A/B 2000 DDG FFG FFG FFG SS A3 W E
2014 14 14 16 238 16 10 4719 26 11 13 1
2015 15 15 17 24/9 17 11 4820 27 12 14 2
2016 16 16 18 25/10 18 12 4921 28 13 15 3
2017 17 17 19 26/11 19 13 50/22 29 14 16 4
2018 18 18 20 27/12 20 14 5123 30 15 17 5
2019 19 19 21 28/13 21 15 5224 31 16 18 6
2020 20 20 22 29/14 22 16 5325 32 17 19 7
2021 21 21 23 30/15 23 17 5426 33 18 20 8
2022 22 22 24 31/16 24 18 5527 34 19 21 9
2023 23 23 25 32/17 25 19 56/28 35 20 22 10
2024 24 24 26 33/18 26 20 57/29 36 21 23 11
2025 25 25 27 34/19 27 21 5830 37 22 24 12

Note: The last of IDF and F-16 A/B entered service in 2000; MIRAGE-2000 became operational in 1998; KIDD-class destroy-
ers wete commissioned by the U.S. Navy in 1981, and 2006 by ROC Navy, respectively; the last of LA FAYETTE-class frigates en-
tered service in 1998; the last commissioned PERRY-class frigate was in 2004; the last commissioned KNOX-class frigates by the
USN was in 1967, and 1995 by ROCN, respectively; the last of Dutch built ZWAARDVIS-class submarine entered service in ROCN
in 1988; the last of AH-1W attack helicoptets were commissioned by ROCA in 2001; the AH-64E attack helicopters are in the pro-

cess of delivery and expected to complete delivery in 2014; the last of M60-A3 tanks entered service in 2003.
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Bolstering Taiwan’s Core Defense Industries _

In this vein, the DPP has declared that, upon returning to power in 2016, it will fo-

cus on accelerating domestic production of submarines and developing long-range
UCAVs, advanced V/STOL

The DPP has announced that, after giihte;) ijlzs, hand {O Capabihtiez
taking office in 2016, it will return the ¢ as also announce

that, after taking office in 2010, it
annual defense budget to the level of i ,ciurn the annual defense

3% of GDP, where allocation ratio for  budget to the level of 3% of
the increased amount will be  GDP where allocation ratio for
the increased amount will be
10%-20%-70% to  personnel
management, operational

10%-20%-70% to personnel manage-
ment, operational maintenance and

military  investments, respectively. | incenance and military invest-

Also, starting in 2020, the percentage  ments, respectively. Also, start-

of indigenous R&D and production in  ing in 2020, the percentage of

the military investment baseline indigenous R&D and production

should aim to stay above 60% in the military investment base-
line should aim to stay above
00% (In 2005, indigenous R&D

and production was 91% in the U.S,, and 68% in UK., respectively).1

From the regulator’s point of view, to secure the accessibility of future technologi-
cal transfer and to safeguard our national security interests, the MND should supervise
its domestic contractors to prevent classified military information or components from
being leaked. At the same time, the MND must ensure that the national armed forces
can obtain the best affordable weapons. To ensure quality, the MND needs to put an
end to awarding low priced but bad quality bidders, and avoid the excessive red tape that
hinders effective use of commercial off-the-shelf (COTS).2 It is also necessary to set
up a rating system for defense contractors and military products, to help the domestic
manufacturers to obtain certification and provide counsel regarding their certification
upgrades, and to provide assistance in market access to the domestic SMEs. To max-
imize results and spur industrial upgrades, the MND should aim to establish an open and
competitive market after expanding its demand chain.

! Ministry of Defence (UK), Defence Industrial Strategy (2005), p. 31.

% In recent two decades, the U.S. military procurement policy encourages flexibility and exploitation of
COTS technologies rather than developing unique military standard in order to create an open, compet-
itive market that attracting industries to invest in R&D. See J. Douglas Beason, DoD Science and
Technology: Strategy for the Post-cold War Era (Washington DC: National Defense University Press,
1997), p. 81.
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Bolstering Taiwan’s Core Defense Industries

In this regard, we recommend that the DPP, upon returning to power in 2010,
complete a system-wide reform of the above-mentioned framework of military pro-
curement planning. However, gauging from the perspective of defense self-reliance,

Taiwan has a weak legal base that

The DPP legislative caucus could ini- failed to enact relevant legislation
following Art. 22, Section 1 of
the National Defense Act (“Ac-
quisition of weapon equipment
shall firstly consider those built
and forging an open and competitive  domesticall, When it is neces-

market. The legislation will provide a  sary to pursue outsourcing
channels, the acquisition activi-

tiate the needed legislation for achiev-
ing self-reliant defense, constructing a
clean and smart procurement process,

legal basis prior to developing a
ties shall implement a technology

self-reliant defense industry L, .

transfer policy”). Besides, most
of the procurements of sensitive
weapons and equipment can avoid regulations by applying the existing Government
Procurement Act (Art. 104), which is disadvantageous for domestic industry develop-
ment. We recommend that the DPP legislative caucus initiate the needed legislation for
achieving self-reliant defense, constructing a clean and smart procurement process, and
forging an open and competitive market. The legislation will provide a legal basis prior
to developing a self-reliant defense industry, which the DPP administration can follow
through as soon as it returns to power.

From the supporter’s point of view, the MND can play a supporting role in har-
nessing civilian technologies for military use. According to a study by the UK Ministry
of Defence, to build a military aircraft, the civilian companies can apply the existing
COTS or civil-military dual-use technology to complete approximately 62% of the total
construction (including the airframe, the general systems and the propulsion), but there is
still 38% (including 22% of the advanced avionics system and 16% of the integrated
system) lacking in onshore capability. In terms of surface warships, there is nearly 40%
of the advanced system (such as combat system) unattainable from COTS, but 60% of
the building costs will be used for combat system wherein only 20% for hull costs.”
Therefore, approximately 40% of the sophisticated equipment (which determines the
air-sea combat platform capability and its integral weapon capability) is in the category of
highly priced items which are also difficult to acquire. Though the high technology level
of our domestic manufacturers and CSIST can lower the percentage in this category,
there will undoubtedly still be some key components that are unattainable by the current
domestic R&D and production capability, which is exactly the area where the MND can
step in to provide support.

! Defence Industrial Strategy (2005), pp. 43, 71.
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Bolstering Taiwan’s Core Defense Industries

Therefore, after returning to power in 2016, the DPP can jump-start executing in-
stitutional reform based on the above-mentioned new framework of military procure-
ment planning, such as prioritizing technological transfer from foreign procurement pro-
grams based on the DIDS and TYIWEDC. During arm sales negotiations, we should

bargain for beneficial ICP condi-
Due to a serious lack of experience tions to encourage and to assist

and channels in international coopera-  domestic prime contractors (es-

tion among most of the domestic Pecially the SMEs) to parter

. with offshore manufacturers via
manufacturers (especially the SMEs), the channels of dicect ICP tech.

prior to 2016, the DPP can reach out to nology transfer, foreign techno-
the foreign and local defense industry  logical or capital investments, etc.,

communities to assist their dialogues so that the domestic manufac-

and interactions so as to prepare and  [UferS can scize the opportunity

discuss future cooperation models to obtain technology upgrades

and global market access. Due
to a serious lack of experience
and channels in international cooperation among most of the domestic manufacturers
(especially the SMEs), prior to 2016, the DPP can reach out to the foreign and local de-
fense industry communities to assist their dialogues and interactions so as to prepare and
discuss future cooperation models. The DPP can also use various occasions to explain
its approach to foreign governments and foreign contractors, and address the importance

of international cooperation among the defense industries.

From the investor’s point of view, today’s investment in defense S&T will form the
foundation of tomorrow’s combat capability. ‘Today, many countries are striving to in-
crease investment in defense S&T, knowing that it will yield higher profit margins in to-
morrow’s production. Therefore, countries like the US, the UK, Japan and even China
are going all-out to sponsor academic research in basic science, as well as creating a
competitive environment for their defense industries. This is also an important plat-
form for technological spin-off from the military to civilian industries in order to inte-
grate and elevate civilian capabilities of product and technological development, which
can, in turn, provide COTS “spin-on” to advanced weapon R&D.
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Bolstering Taiwan’s Core Defense Industries

Therefore, the Defense Committee recommends that under a DPP administration
after 2016, once the domestic defense industry (or the production of specific systems
and equipment) is on a path of steady development, the MND should expand its invest-
ment in defense S&T to stimulate and supplement investment by the private sector con-

tractors themselves.

The domestic firms that mistakenly
gauge the market to be shallow, that
are accustomed to low-level assembly
work, eschew technological upgrades,
and compete only on cost, will be
compelled by competition to exit the
market. Foreign firms that operate
by short-term calculations or seek only
one-time contracts and lack the com-
mitment to contribute to the transfor-
mation of Taiwan’s industry will also

withdraw due to competitive pressures

The domestic firms that mistakenly gauge the market to be shal-

low, that are accustomed to
low-level assembly work, eschew
technological ~ upgrades, and
compete only on cost, will be
compelled by competition to exit
the market. Through licensing
arrangements, international

companies must become im-
portant partners for R&D coop-
eration, while foreign firms that
operate by short-term calcula-
tions or seek only one-time con-
tracts and lack the commitment
to contribute to the transfor-

mation of Taiwan’s industry will

also withdraw due to competitive
pressures. ‘The initiative will come from the proposed establishment of the ADPO
which will coordinate the planning and resources of all actors involved in defense S&T
and R&D across the government, private, and academic sectors—a role similar to the U.S.
Defense Advanced Research Projects Agency (DARPA), the Swedish Defense Research
Agency (FOI), or Singapore’s Future Systems and Technology Directorate (FSTD).
The ADPO will also take on some of the functions of the National Center for Defense
Manufacturing and Machining (NCDMM) in the U.S. Under the guidance set by the
DIDS and in coordination with the JWCP, the ADPO will formulate the TYIWEDC to
harness domestic civilian companies” R&D capability, to execute programs to reduce
R&D risk for private sector suppliers, and assist civilian developers to gain access to
MND or CSIST facilities for testing. After assessing which components are beyond
civilian capability, ADPO should match them with ICP technology transfers, induce aca-
demic institutes to conduct S&T, or assign the CSIST to incorporate them into its
TYDS&TDC. The ADPO can coordinate all the available resources and windows to
achieve the plan depicted in TYIWEDC. The ADPO can also select the best R&D re-
sults from the CSIST or domestic industrial and academic sectors to recommend to the
General Staff Headquarters or to the service branches in the JWCP process, so as to cre-
ate a new demand-driven virtuous cycle of development.
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Bolstering Taiwan’s Core Defense Industries

Taken together, the Defense Committee’s multiple proposals outlined above aim to
harmonize the mismatch between the quality-seeking military and the profit-seeking ci-
vilian contractors. In terms of industry development strategy, it depends on the specif-
ics of each core defense industry and the weapon system in question. For example, in
terms of indigenous production of submarines, the Defense Committee recommended
the “two-stage indigenous production” development cycle, from long-term ship design,
acquisition of key components, and test operations, to technological improvement,
which purports to be the kind of R&D approach that goes a long way toward maintain-
ing stable and long-term demand and to create incentives for civilian partnership. We
should apply the Japanese model of parallel production lines to maintain the R&D mo-
mentum through industrial technological competition. The information security indus-
try, however, requires a different approach due to the short product cycles of cybersecu-
rity products, the strong capabilities of indigenous R&D, and the high demand in the
private sector market. In coordination with the proposed organizational upgrade plan
for the Information and Electronic Warfare Command, the ADPO can connect the
CSIST and the technological service center of the Institute for Information Industry
(which will become the National Information and Communication Security Technology
Center) with civilian capability, so as to shorten the cycle from the R&D phase of 10
capability, time in commission, to civilian applications. On the one hand the MND can
acquire state-of-the-art military 1O capability through military-civilian cooperation; on
the other hand the research units or civilian companies can quickly profit from govern-
ment spin-offs, use the profit gains to invest in R&D which helps the MND to advance
its IO capabilities, and seize the early advantages of profiting from the next phase.

Following the vision and recommendations for the overall defense industry devel-
opment, Taiwan should continue our lead in the R&D of munitions (namely, the CSIST’s
air-to-air, air-to-ground, surface-to-air, anti-ship, and cruise missiles as well as sea mines).
Also, based on the threat assessment in the DPP’s Defense Policy Blue Paper No. 5, the
DPP will focus on developing three critical capabilities, including “strengthening the abil-
ity to protect the digital territory,
rines,” and “transforming air capabilities;” namely, the aerospace, shipbuilding, and cy-

2 <

accelerating the indigenous production of subma-

bersecurity industries. The Defense Committee invited eight experts from different ar-
eas to contribute written opinions on these different industries (see addendum 3 to 10).
We also invited two DPP legislators Lin Dai-hua and Yao Wen-chih to provide their
written opinions. Both of them have been tracking indigenous submarines production
and cybersecurity industry development for a long time (See addendum 1 to 2). In
September 2014, the Defense Committee hosted intensive discussions among experts
from various sectors. The participants, besides those eight who provided their written
opinions in the addendum included another eight scholars and experts from different
fields, constituting a total of 16 experts from the aerospace, shipbuilding, and cybersecu-
rity industries. After all advisors of the Defense Committee reviewed the first draft,
before completion the blue paper was submitted for further review to five former offi-
cials, scholars and experts who have practical experience in the field, such as Chen
Jen-ran and Chen Chun-lin. The development strategies for the three core defense in-
dustries (acrospace, shipbuilding, and information security) are in the following:
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Bolstering Taiwan’s Core Defense Industries

VI. Aerospace Industry Development Strategy

As illustrated in TABLE 3, the value of production by Taiwan’s acrospace industry
has shown steady growth commensurate with the flourishing of market demand. In
terms of the value of production output, the growth over the last ten-year period is
around 155%. Nevertheless, taking 2011 as an example, the annual industry productive
output (NT$70.79 billion) still makes up a very low proportion of the total national
manufacturing output value for that year (NT$17 trillion) at approximately 0.4%. In
2003 the Ministry of Economic Affairs set NT$120 billion as the target value for the in-
dustry’s total productive output by 2013, but has only been able to realize 80% of the
goal, indicating that greater efforts from the administration are needed.

TABLE 3 : 10-Year Trends in Taiwan’s Aerospace Sector

2004 | 2005 | 2006 |2007 |2008 |2009 |2010 |2011 |2012 |2013

Domestic Aerospace Sector Total Value of Production Output

325.7 | 372.7 | 414.3 | 502.7 | 611.0 | 586.8 | 626.9 | 707.9 | 783.9 | 832.2

AIDC Total Annual Revenue

104.2 | 114.8 | 126.2 | 150.4 | 170.6 | 190.8 | 181.7 | 204.1 | 228.0 | 236.1

AIDC Annul Gross Profit

03 |-115 |-122 |94 |07 [88 [102 [113 [124 [128

AIDC Revenue from Defense Related Contracts

51.0 |[43.0 [39.0 |[48.0 |54.9 [743 |88.7 |108.6 |1153 |76.2

Unit: NT$0.1 Billion

The degree of concentration in Taiwan’s acrospace sector is about average—while
there are more than 20 firms engaged in the production and provision of air frames (27
firms including AIDC, ChenFull International, Topkey Group, Drewloong Preceision, Jia
Woei Precision Machinery); engines (17 firms including AIDC and Chaheng Precision);
interior builds (23 firms including Flylin Industrial, Fuchi Textile, Topkey Group); avion-
ics (21 firms including AIDC, Crane Aerospace & Electronics, Chi Mei Optoelectronics,
Becker Electronics Taiwan); and maintenance (27 firms including China Airlines, EVA
Air, Air Asia, Asian Compressor Technology Services, AIDC)—AIDC nevertheless
makes up around 30% of the industry’s output value and employs more than 3,000
workers, not counting an additional 1,800 temporary contractors, operates production
plants in Taichung City’s Fengchia and Shagang districts, as well as Gangshan district in
Kaohsiung, With its capacity for manufacturing and repair of military and civilian avia-
tion equipment, engine production, as well as related technical services, AIDC possesses
vertical integration capabilities on top of its strong international linkage and comprehen-
sive facilities, making it the obvious leader in Taiwan’s acrospace industry. ~ Since attain-
ing profitability in 2007, corporate earnings have seen steady annual growth, and operat-
ing margins reached NT$1.28 billion in 2013. Its profitability made AIDC a highly at-
tractive investment target upon its privatization in 2014. The privatization of AIDC is
the biggest divestment by the government in the past 10 years, one that saw NT$9.341
billion worth of stocks released. External investment in AIDC is already nearing the
10% ceiling,
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Bolstering Taiwan’s Core Defense Industries

The development of the aerospace sector relies heavily on national defense expend-
itures. For AIDC, revenue from defense related contracts makes up between one-third
to one-half of its annual total revenue, and is a key determinant of the firm’s profitability.
With orders for the IDF and F-16 A/B upgrades currently on hand, AIDC’s revenue
from defense contracts is expected to reach NT$10.76 billion by 2017.

With AIDC leading the way, the current level of technological development and
degree of integration of Taiwan’s military aviation sector is considered medium to high.
AIDC acts as the barometer for defense self-reliance. From the time of its nationaliza-
tion in 1996 until the privatization in 2014, AIDC has produced UH-1H, F-5E/F, AT-3,
and IDE  Not only that, but AIDC also entered a GOCO (Government Owned, Con-
tractor Operated) contract jointly with Air Asia and EVA Air to operate the Air Force’s
2nd Air Logistics Center, and to provide depot level maintenance and repair services to
the aircraft trainers at Air Force Academy. These two contracts preserve military man-
power (800 and 820, respectively) while creating civilian jobs (430 and 530, respectively)
and injecting revenue into the civilian aviation industry (NT$2 billion and N'T$1.1 billion,
respectively). AIDC works with other subcontractors to produce military aircraft en-
gines, as well as maintaining long-term cooperation projects with CSIST, which is tasked
with R&D of munitions and combat systems. It is thus capable of producing new jet
trainers, and if it is able to acquire the critical components, also has the potential to pro-
duce next generation V/STOL fighter jets. Judging from previous expetience with the
AT-3 and IDF, these fighter jets would offer significantly greater compatibility with do-
mestically produced munitions and combat systems, which promises the advantage of

easier maintenance and repair in the future.

The UAV sector has also attracted investment from domestic firms, as UAVs are
entering into wider service. Non-military applications for UAVs include coastal patrol,
traffic surveillance, disaster response, scientific observation, etc. Meanwhile, military
UAV or UCAV are seen as critical to Taiwan’s asymmetric warfare capabilities, as they can
be used in a wide range of applications such as patrol, surveillance, reconnaissance, and
communications. Once UAVS’ main vulnerabilities of susceptibility to interference and
unpredictability when operating in complex electromagnetic environment are overcome,
they may be able to gradually replace manned fighter jets to serve as attack platforms, as
well as provide a tactical and reconnaissance communications link between the Army and
Navy. Domestically, both CSIST and AIDC already possess the necessary development
and production capacities, and some of the developed armaments have been in service.

In the area of space technologies, remote-sensing and communications satellite ca-
pabilities are the subsectors of the domestic satellite industry with greatest relevance to
and implications for national security applications, but the present technological level of
domestically produced civilian-use satellites still lag far behind the data information that
MND can acquire from abroad. In addition to a necessary reassessment of the im-
portance of satellite technology development to overall national security, space technolo-
gies more generally (such as the High Altitude Long Endurance [HALE] systems) hold
considerable potential for conversion to national security applications, and should be
viewed as a focal point of future R&D.
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Bolstering Taiwan’s Core Defense Industries

Consequently, our key recommendations for the development strategy for the aer-

ospace industry are as follows:

1. Indigenously develop advanced V/STOL fighter jets.

Air superiority is a basic

element of Taiwan’s defense, yet the fragility of our runways is the Air Force’s greatest

vulnerability.

The probability of acquiring the
U.S.-made F-35B within the next ten
years is quite low. V/STOL fighters
could represent Taiwan’s last manned
fighter jet as we move toward a com-
pletely unmanned air fleet. To ensure
that we retain a certain capacity for in-
digenous R&D and maintenance, we
must set domestic production the de-
fault first option. The time frame for
development is approximately seven
years, with an development cost of
between NT$80 to 100 billion, and
mass production can begin approxi-
mately nine years after the develop-

ment program is initiated

maintenance, we must set domestic production the default first option.

Intensive anti-air missile, emergency runway repair gears or using civilian

roadways for takeoff and landing
are expedient work-arounds that
address the symptoms but not
the root cause of the issue, and
could well be ineffective under
conditions of unexpected
high-density bombardment by
the People’s Liberation Army.
Advanced V/STOL

therefore a defense necessity, and

jets are

yet the probability of acquiring
the US.-made F-35B within the
next ten vyears is quite low.
V/STOL fighters could represent
Taiwan’s last manned fighter jet
as we move toward a completely
unmanned air fleet (similar to the
Eurofighter TYPHOON  for
several European countries). To
ensure that we retain a certain
capacity for development and
The time frame

for indigenous development from conceptualization to completion of the prototype is

approximately seven years, with an upfront development cost of between NT$80-100

billion (approximately NT$11.4-14.3 billion per year), and mass production can begin

approximately nine years after the development program is initiated. The development
of a V/STOL advanced fighter jet should be the flagship project for the revitalization of
the aerospace sector under a new DPP administration, one which would require the

MND to play a major supporting role by assisting the contractors to acquire key tech-

nologies and component sets (such as thrust vectoring rudder control and high speed

propulsion systems).
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Bolstering Taiwan’s Core Defense Industries

2. Prefer to full domestic production of advanced jet trainers. The Air Force’s
AT-3 and F-5 training jets are nearing the end of their respective service life and in criti-
cal need of upgrades. From a readiness and capabilities perspective, domestically de-
veloped jet trainers boast a high degree of compatibility and carry the advantage of be-
ing able to be rapidly used in combat missions or to supplement depleted first-line air-
craft. Although it would require 2-3 years and an additional upfront R&D expenditure
of approximately NT$45 billion, taking into consideration the advantages described
above as well as the prospects for expanding the capacity of domestic development and
production in the process, it would be appropriate to choose the option that charts the
steady path toward upgrading the indigenous R&D and productive capabilities. Under a
model of indigenous production, the value of the aerospace industry production output
will slightly exceed that of an international cooperation model by approximately NT$30
billion. The additional overhead would be an investment toward raising the level of
national aerospace production value. The MND should thus quickly act to implement
the Aerospace Industry Development Plan put forth by the MoEA in 2003, as well as the
resolution passed by the LY in 2011 to make domestic procurement the preferable op-
ton.

3. Create a competitive market for UAV. UAVs and UCAVs have the advantage of

being relatively low cost, low operational complexity, and low casualty risk, and can thus

be expected to increasingly replace the functions of manned fighter jets in the future.
Since unmanned vehicles are vulnerable to interference, the development and production
of diverse models with a wide variety of features and characteristics should be encout-
aged. MND should foster a competitive market through a two-pronged approach, by
“spinning-off” military technologies for civilian uses on the one hand, and “spin-
ning-on” civilian technologies for defense applications on the other. Market competi-
tion will stimulate the advancement of technologies for military-use UAVs, while short-
ening the time period for making military UAV's available for civilian functions will main-
tain the military’s edge in the use of unmanned equipment in addition to incentivizing
and accelerating investment in R&D by contractors. At the same time, MND should
seize the trend of proliferating UAV development to assist civilian R&D by offering the
use of MND facilities for testing purposes. MND can also select from the best availa-
ble civilian UAVs for conversion to military uses. Beyond the traditional suppliers
CSIST and AIDC, MND must seek out other potential suppliers, with an eye towards
elevating standards through promoting competition in the UAV sector. MND is already
gradually integrating and deploying multi-use and reconnaissance UAVs; from this basis
going forward, apart from continuously improvement the existing UAV systems, it should
also look to develop unmanned vehicles with anti-radiation attack capabilities (near term,
6 years), all-weather precision strike capabilities (medium term, 6-10 years), and

long-range joint strike, and modular payload capabilities (long term, more than 10 years).
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Bolstering Taiwan’s Core Defense Industries

V. Shipbuilding Industry Development Strategy

As illustrated in TABLE 4, the total value of Taiwan’s shipbuilding industry’s pro-
duction output in 2013 showed only a 70% increase from 2004, due to rising competition,
from South Korea and China over the past decade, as well as the slowdown in the rate of
market growth and rising market volatility. In the past, the shipbuilding industry’s annual
output value was typically higher than the aerospace manufacturing industry; however the
situation reversed in 2009, and in 2013, the shipbuilding industry’s output value was sig-
nificantly lower than the aerospace manufacturing industry by NT$25 billion. In 2011,
the total output value (NT$56.2 billion) of the shipbuilding industry was only 0.3% of
the total output value of all manufacturing industries.

TABLE 4: 10-Year Trends in Taiwan’s Shipbuilding Sector

2004 | 2005 |2006 |2007 |2008 |2009 |2010 |2011 |2012 |2013

Domestic Shipbuilding Sector Total Value of Production Output

342.8 | 394.6 | 428.2 | 541.0 | 658.7 | 551.8 | 540.3 | 562.0 | 608.3 | 582.7

CSBC Total Annual Revenue

192.9 | 198.0 | 291.3 | 356.5 | 311.9| 261.7 | 289.7 | 308.1| 248.1| NA

CSBC Annul Gross Profit

81| 135| 48.7| 565| 264| 216| 202] 97| 84| NA

CSBC Revenue from Defense Related Contracts

141 1.80] 0.09] 0.09| 13.69| 47.29| 55.54 | 18.33 | 2.37| 29.38

Unit: NT$0.1 billion

The degree of concentration in Taiwan’s shipbuilding industries is medium-high.
Although CSBC, Jong Shyn Shipbuilding, and Ching Fu Shipbuilding all have medium
and large size vessel manufacturing experience, CSBC, with 2,770 employees (approxi-
mately 25% of the total number of employees in the shipbuilding industry), a yard in
Siaogang District, Kaohsiung, with privatization completed in 2008, produces 30%-50%
of the shipbuilding industry’s total output value. There are three differences in the de-
velopment of Taiwan’s shipbuilding industry and aerospace industry: First, the ship-
building industry’s dependency on national defense is lower than that of the aerospace
industry. CSBC contracted almost no defense projects in 2006 and 2007, and yet its gross
profit was not only unaffected, but was also better than 2009 and 2010 when defense
contracts significantly increased,;

Second, the R&D of military vessels is mainly conducted by the Naval Shipbuilding
Development Center. Therefore, in contrast to the Air Force’s role in fighter jet devel-
opments, the Navy plays a bigger role in vessel developments. The Navy is not only the
uset, but the Naval Shipbuilding Development Center is also in charge of system coot-
dination, sometimes playing the role of a prime contractor.
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Bolstering Taiwan’s Core Defense Industries _

Last, the CSIST has the R&D and manufacturing capacity for some combat sys-
tems and equipment, and the Ship and Ocean Industries Research & Development Cen-
ter and most ship manufacturers also have research capabilities. Therefore, the R&D of
military vessels requires more vertical coordination than fighter jet R&D. As TABLE 5
indicates, CSBC, Jong Shyn, Ching Fu, and Lung Teh Shipbuilding all possess experience
in manufacturing military vessels. CSBC has significant advantage in large size vessel
manufacturing due to its facilities, but the manufacturing of medium size vessels is a
highly competitive market.

TABLE 5: Taiwanese Shipbuilders’ Facilities and Experience in Military Vessel

Shipbuilder | Facilities Military Vessel Building Experience

CSBC 1 million-tons dry dock CHENG KUNG-class frigates

Combat support ships

High-speed personnel transport ships

LUNG CHIANG-class fast attack missile crafts
CHING CHIANG-class fast attack missile crafts
Missile boats (150 tons)

DVORA-class fast patrol boats (50 tons)
Coast Guard patrol vessel (2000 tons)

Jong Shyn | 40,000-tons dry dock 1200HP tugboats
25 Coast Guard patrol vessels (3000, 2000,
1000, 500, and 100 tons)

Ching Fu 6000-tons ship cradle 1800HP tugboats
3000-tons ship cradle 4 Coast Guard patrol vessels (600 tons)
4 Coast Guard patrol boats (100 tons)

Lung Teh 65-meters indoor dock TUO RIVER-class corvette (500 tons)
500-tons float bridge Various Coast Guard patrol boats (100, 60, 50,
300-tons ship cradle 30, and 20 tons)

Taiwan has more than a hundred shipbuilders, but the majority of these only con-
tract for small-scale vessel building. Lung Teh Shipbuilding—a builder equipped for small
size vessel contracts—won a contract for the Navy’s new stealth twin-haul TUO RIV-
ER-class corvette in 2012. The advanced design of the TUO RIVER-class corvette re-
quires highly precise assembly technology to maintain its stealth characteristics. The re-
quired technology is far more advanced than any Coast Guard vessel that Lung Teh has
ever built. Lung Teh’s market strategy is clear: to acquire this advanced manufacturing
technology and the experience of building medium size military vessels at all cost.  This
will provide Lung Teh with an advantage in technology and experience when it comes to
future domestic as well as international marketing, The TUO RIVER-class corvette has
completed its water test, and is scheduled to be handed over in November 2014. This will
not only become the upgraded module for Lung Teh, but the upgraded module for the
whole shipbuilding industry.
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Shipbuilders have mature technology in hull building, but as mentioned above, hull
contracts are only 20% of the total costs of military vessels. The key for the shipbuilding
industry to break through this threshold is through R&D, system integration, and the
enhancement of its technological level. The upgrade of the shipbuilding industry can be
initiated by properly managing the future naval demands. Only through this, can the
shipbuilding industry maintain its prosperity given the competition from South Korea
and China. Taiwan’s new naval vessels are about to be manufactured domestically. This
is the correct course for the Navy to take. However, jump-starting the upgrade process
of the shipbuilding industry is even more important. As an island nation, Taiwan should
learn from the British experience. Although the number of British naval vessels has de-
creased significantly, the British Navy has retained strong R&D momentum, and 81% of
essential components for naval vessels such as hull structure, propulsion system, elec-
tronic equipment, command and control system, weapon system, system integration, as-
semble, living facilities, and interiors, are manufactured by domestic shipbuilding compa-
nies." Therefore, naval future surface vessels or submarines should be designed and built
domestically. The supportive role of the MND is also important. The MND should ac-
tively assist local companies take on the responsibility of prime contractor in system in-
tegration. Additionally MND should also help shipbuilders, via ICP, gain opportunities
for technology transfers and for joint R&D, helping domestic shipbuilders to break
through the technological threshold.

As such, the Defense Committee recommends focusing on the following issues in a
development strategy for the domestic shipbuilding industry:

1. Stay the course toward the indigenous production of submarines: the biggest ob-

stacle to building submarines domestically is not in Kaohsiung; it is not in Washington,
DCG; it is in Taiwan’s presidential office. Vague policies have further complicated an al-
ready complex and risky project of indigenously building submarines. Only a clear policy
directive can let our friendly countries know how to assist Taiwan, and help the industry
to focus on managing the associated R&D risk. The Defense Committee suggests that
since the DPP has declared its determination to domestically manufacture submarines,
and placed it as top priority of all national defense flagship projects, it is important to
explain this idea to our international friends and domestic shipbuilders while preparing to
return to government. When the DPP takes power in 2016, it should strengthen this
course and immediately initiate the submarine project.

! Mark V. Avena et al., The United Kingdom ’s Naval Shipbuilding Industrial Base: The Next Fifteen
Years (Santa Monica: RAND, 2005), p. 117.
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Bolstering Taiwan’s Core Defense Industries

Domestic shipbuilders and CSIST currently possess the R&D capacity for 70% of
the necessary designs, constructions, and key equipment for submarine building, We
also have the potential to successfully research and produce an additional 20%. In the
near future, the remaining 10% will still need to be purchased from abroad. The Defense
Committee has combined various suggestions and advice from different areas to evaluate
Taiwan’s capacity for producing submarines, shown in TABLE 6:

TABLE 6: Taiwan’s Indigenous Submarine Capacity Evaluation

Main Items Evaluation

Design Vessel type selection B

Stage System designs (structure, propulsion, mute, control,
exhaustion, fuel, navigation, communication system, and
living and rescue facilities)

Software design

Personnel

Construction | Hull (hull material, pressure hull, torpedo tube)

Stage Diesel-electric generator

Main battery

Propulsion system

Air-independent propulsion

Power and control system

Hydraulic pressure, ventilation, high pressure valve, ele-
vation
Breathing tube exhaustion valve

Personnel

Land-based testing station

Combat Command and control system
System

Sonar system

HEE | EE e .

Electronic detection system

Torpedoes and torpedo countermeasure system

Navigational system

Communication and information chain system

Periscope
Personnel -

B Taiwan possess sufficient capacity

Taiwan possess partial capacity or potential for successful development (requires foreign assistance for
technology support)
[] Need to be purchased from abroad
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Taitwan’s bottleneck in indigenous submarines is not the so-called “red-zone”
equipment. In fact, our R&D in cutting-edge equipment has been pretty fruitful. The real
bottleneck lies in manpower. Taiwan lacks people with experience in submarine design
and building, especially at the R&D stage. This will be the biggest obstacle to overcome
for indigenous submarines. It generally requires ten to fifteen years to develop a new type
of submarine, with two thirds of that time spent on the designs. Without a certain num-
ber of experienced professionals, the designing stage will be prolonged, raising the R&D
cost. In a RAND analysis, with sufficient software and facilities, an estimated 600 to 900
professional designers are required during the peak of the designing stage, while among
them, 500 designers need sufficient experience in designing submarines.” Taiwan cur-
rently does not meet these requirements, which is the real obstacle for indigenous sub-
marines. On the other hand, this is also the value of indigenous submarines. Importing
foreign designers, technology, and software assistance during the process of submarine
building will upgrade the industry by enhancing our technology and personnel in designs
and construction.

The Defense Committee proposes a “two-stage indigenous production” concept
for a long-term submarine R&D, key equipment acquisition, and testing and improve-
ment cycle. Under this concept:

Stage One: Use life extension and reverse engineering of the current
ZWAARDVIS-class submarine to maintain our submarine force, and to increase the in-
dustry’s experience and confidence. Life extension and reverse engineering should be
conducted simultaneously. The life extension of 2 vessels as well as the production of 2
additional vessels through reverse engineering should be completed six to eight years into
the project. The extended ZWAARDVIS-class submarines will then replace the current
GUPPY-class submarine as training vessels.

! John Birkler et al., Australia’s Submarine Design Capabilities and Capacities: Challenges and Op-
tions for the Future Submarine (Santa Monica: RAND, 2011), p. 184.
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Bolstering Taiwan’s Core Defense Industries

Stage Two: Start simultaneously with or immediately after Stage One on the project

of true indigenous submarine

The new submarines will be medium production. The goal is to design
size submarines with 1500-ton surface  and produce six or more subma-
displacement. Once the project is ini-  rines, to form a fleet of cight to

tiated, production on a new submarine establish a sufficient submarine

. force, and to increase Taiwan’s
will start every three years. The first . . .
submarine building capacity. The

submarine will be completed approx- .y submarines will be medium
imately eight to ten years after the  size submarines with 1500-ton
program launch, completing the pro- surface displacement, in order to

duction of six submarines in 23 to 25  Protect the Bashi Channel and

Taiwan’s northeast and east wa-
years ters. Once the project is initiated
(projected at 2017), production
on a new submarine will start every three years. The first submarine will be completed
approximately eight to ten years after the program launch (between 2025 and 2027),

completing the production of six submarines in 23 to 25 years (between 2040 and 2042).

The estimated cost for both stages is between N'T$350 to $400 billion (US$11.5 to
$13.1 billion). With the projected 23-years timeframe, an estimated NT$17.3 billion
(US$567.6 million) will be required each year.

The combat characteristics of a submarine are its advantage in strategic endurance
and its survivability in the face of the enemy’s first strike. Thus, it should be considered
as the main force for the Navy in the future. The objective of indigenous submarines
should be to maintain, improve, and expand our submarine force. In order to maintain
the R&D momentum, new submarines should be upgraded eight to ten years after being
commissioned. Additionally, the Japanese double-manufacturer model should also be im-
plemented when Taiwan’s design and building technology and personnel have matured.
Through a double manufacturer structure, we can encourage technological competition
and expand our research and building capacity.

2. Modernize our surface fleet and create a technologically competitive market: With

the aging of the Navy’s medium and large size vessels, there is an urgent need to replace
the Navy’s surface vessels. The Navy has already laid out its 20-year concept for surface
fleet renewal, including four 10000-ton destroyers (replacing the 30-year old KIDD-class
destroyers), ten to fifteen 3000-ton twin hull frigates (replacing the 20-year old LA
FAYETTE-class and PERRY-class frigates), and amphibious transport docks (replacing
the current amphibious transport docks and tank landing docks). These vessels should be
built domestically and executed on a long-term basis.
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Bolstering Taiwan’s Core Defense Industries

The Defense Committee’s advises full support the Navy’s surface fleet renewal plan,
and prioritizing of the building sequence by considering the life span of vessels and mis-
sion requirements. In the meantime, the upgrade needs for the KNOX-class frigates
should also be given consideration. This large-scale renewal plan will provide the ship-
building industry with stable demands, and the DPP should also enforce the MND’s role
as supporter, regulator, and investor. MND should induce the industry’s upgrade through
creating market demand, encourage small and medium shipbuilders (such as Lung Teh)
to enter the defense market, motivate medium and large shipbuilders (such as CSBC,
Jong Shyn, and Ching Fu) to acquire competitive technology through international con-
nections, and develop R&D capacity through vertical coordination. In other words,
MND should take advantage of the future naval demands to foster an open market, and
to stimulate competitive opportunities, allowing shipbuilders to win contracts on the ba-
sis of technological capacity and not just price, and thus providing the military with bet-
ter vessels than planned.

3. Develop unmanned surface vessel (USV) and unmanned underwater vehicle
(UUV): After UAV, USV and UUYV are the defense items that some countries are most
aggressively developing. The U.S. has already started testing its unmanned vessels. USV

and UUV are low cost, easy to control, and low casualty risk compared to traditional
surface vessels and submarines. USV also minimize the risk when deploying surface ves-
sels in Taiwan’s western waters that faces a high density of anti-ship missiles. UUV will
also have equal combat capabilities as a small size submarine in that area’s underwater
terrain. Similar to UAV, USV and UUV also have the potential for civil use. However, the
development of USV and UUV started later than the development of UAV. Thus, it will
require MND investment in at an earlier stage of R&D. Once R&D has matured, un-
manned vessels can follow the UAV model of stimulating technology upgrades through
competition, shortened spin-off period from military use to civil use, which would
maintain the military’s technology advantage while accelerating industries’ own invest-
ments in R&D through market incentives.
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VI. Development Strategy for Information Security Industry

Taiwan is a major player in the global information technology (IT) industry, which
also plays an important role in Taiwan’s economic development. According to data from
the National Applied Research Laboratories’ Science & Technology Policy Research and
Information Center, the total value of production output by Taiwan’s I'T industry in 2011
was 33% of the total output value generated by the manufacturing sector in that year.
That was the highest of all manufacturing industries, but products that were produced
domestically were only 0.4% of all products produced. According to the Institute for
Information Industry’s 2013 data (shown in TABLE 7), Taiwan holds the highest global
market share in more than ten categories of IT products. The output value of the com-
puter hardware industry is approximately 65% of the total output value of Taiwan’s four
IT industry sub-sectors (computer hardware, internet communication, mobile devices,
and software services). Laptop and motherboards (under computer hardware
sub-sector) have an influential global market share as high as 86.9% and 80.8%, respec-
tively. At the same time, Taiwan is a nation where information is highly popularized. The
same data indicates that the adoption rate of computers is 80%, internet access penetra-
tion is 76.3%, and cellphones is 127.1%. The popularization of cellphones with access to
the Internet is 53%. These figures indicate that Taiwan is highly dependent on infor-
mation economically and socially. Therefore, information security has a great impact on
the IT industry overall as well as people’s way of life. However, TABLE 7 also indicates
that although Taiwan is an outstanding performer in information security industry (clas-
sified under software services sub-sector), its market share is still small. In 2013, the value
of production output by the information security segment was only 13.5% of the total
output value of software services, which was only 0.7% of the entire computer IT in-
dustry.

TABLE 7: Recent Trends in Taiwan’s IT and Information Security Industries

2006 [2007 2008 [2009 [2010 [2011 [2012 |2013

Computer Hardware Industry Total Value of Production Output

89,656 | 105,446 | 110,250 | 107,830 | 120,405 | 139,355 | 150,312 | 133,754

Internet Communication Industry Value of Production Output

6,643 8643| 9581| 9,115| 10,698| 12,630| 13,785| 16,411

Mobile Devices (Smartphones Only) Industry Value of Production Output

| | 9,656 | 11,610| 21,747 | 39,356 | 45,747 | 48.337

Software & Services Industry (Only Software Industry Before 2011) Market Scale

| | 4327| 4302| 43869| 6,281| 6,545| 6,841

Information Security Industry Market Scale

| | 468| 531| e610] 703| 807| 927

Unit: US$ million
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Bolstering Taiwan’s Core Defense Industries

Compared to traditional defense industries such as aerospace or shipbuilding, the
2013 market share of Taiwan’s information security segment was NT$27.8 billion
(US$912.1 million), only 33% and 48% of aerospace manufacturing and shipbuilding,
respectively. But information security has more stable growth than that of traditional de-
fense industries, and with greater projected market potential.

The degree of concentration in Taiwan’s information security industry is medium or
low. In the area of security operation center (SOC) system services, for instance, there
are only five companies including Chunghwa Telecom, Information Security Service
Digital United, and Aker due to information security concerns of basic facilities such as
security monitoring room. However, when it comes to cyber warfare, or more precisely
information operation (I0), SMEs and even individual hackers can have outstanding re-
sults.

Taiwan’s information security industry has a low level of dependence on defense
related contracts. Not only does the governmental instittion deliberately runs on separate
systems of information security, but also, the major national security agencies including
the MND is not under the jurisdiction of the National Information & Communication
Security Taskforce. The MND implements a more conservative isolation method, mini-
mizing connections with the outside networks, sacrificing convenience and operational
connectivity to protect information from being stolen. Thus the CSIST is responsible for
managing most of the MND’ information security need. CSIST usually serves as a
prime contractor, and this role is rarely given to an outside contractor. When there are
services that CSIST cannot provide, the task is contracted out to civil companies or re-
search teams. In other words, the business interaction between the MND and Taiwan’s
information security industry is minimal, and consequently the information security in-
dustry does not devote any of its marketing efforts toward the defense sector.

However, unlike traditional defense industries, the private sector’s research capacity
in information security is stronger than MND and CSIST. The military’s standards and
specifications in this field are not always higher than the private sector. Particularly in
the area of defending against cyber attack, Taiwan possesses world-class hacking talent.
Therefore, contrary to traditional defense industries where technologies are spun-off
from military to civil use, the military’s IO capabilities often spins-on technology and
personnel.  This is the main reason why CSIST has been eager to recruit many infor-
mation security experts after its transformation as executive agency.



DTS e dgtcRp A

EYFSES A H R LETRE (EE  [RLE B :‘ﬁ”
3 T TR BRI O T LA
FORI S 2 R RS 2 O B R G
ECHIRY S = o BRI F >~ PRUCRIFEER R B
S T R RS RS S R BT B AR
S e FOTIRE - BRI o T RV RCE ) B
FIVEE L P TR 2 e T R O - IR
YR WFEE ) TR ﬁ?@[ﬁ{f Eﬁﬁlﬁﬁj}fﬁﬂ e %l‘%lﬁ\'
ULV TR R < S R - R
PRI SR gl o S IR ST SR R e
le (G R IE T 7 Pk~ B a2 Rl o) 22 N Ry
B TSR T S ] PRSI o AR R R S
5 ! A o SRR T L R AU R S P
[T > I'} Spin-on iﬁg{b Spin-off » f-Spin-off 3%~ H, Spin-on > — I
[T F VRS A TR VG LIRS 8] bl Tt
FITSE g SRy 1 12 st 1, P el )i i 2B TR i LG
Fl» 20 i A RS D R R W - TR
BEEEEIE@?‘J EIJEKJ;%?H?V H —LL&E}% o PRF= T Eﬁéﬁfﬁﬁé@@l— , [:E;[[gvpjxﬁ[g
SRR ) 40 -

P R R IR H R ISR

(=) 9] " APPSR i ST e RLAE RS
TP B ORISR S " Sk T R e W
Eﬁ%" IS =y o B FHATE AT Ty UM - BT
T NES s R i s S o e R
AL H B AT Y AR 2 AR R ey i
ol e R T S Y e N L N
SR RV IR



Bolstering Taiwan’s Core Defense Industries

Cyber warfare or 10 is not new forms of military operations, but rather something
that occurs in Taiwan on a daily basis. At the national level, the responsibility of defend-
ing our cyber territory does not fall solely to the MND. The Executive Yuan’s National
Information & Communication Security Taskforce is the primary agency in charge of
ensuring the safety of national cyber territories, but the MND needs to shoulder more
responsibility. From the national security perspective, total isolation is impractical. The
advancement of equipment, society and technology will eventually force the military to
face information security problems in a complex information chain. Taiwan is a major
player in the global IT industry with excellent information security capabilities. Thus the
MND should collaborate with other agencies and departments to support the develop-
ment of the information security industry. Following the passage of the “Personal In-
formation Protection Act”, related information security legislation should also be enact-
ed to delegate the responsibility for the protection of national security secrets and in-
formation security at critical facilities. At the industry level, we should leverage the needs
of military cyber warfare and Internet warfare, while joining the forces of the Technical
Service Center within CSIST and the Institute for Information Industry’s (which will be
converted into the Executive Yuan’s National Information & Communication Security
Technology Center in the future) with the energy of private sector to recruit experts,
technologies, and products to enhance the effectiveness of military information security
systems, and shorten the development-commission-privatization cycle for IO capabilities,
using spin-on to impel spin-off, and spin-off to advance spin-on. The MND can acquire
cutting-edge information security capabilities through public-private partnerships, while
on the other hand research teams and civilian contractors can gain profit from retired
military equipment and technologies, and invest in the future R&D of more advanced
information security capabilities to gain an advantage for the next cycle of civil-
ian-military cooperation. Hence, the MND should enhance its role as an investor in the
development of information security industry.

In consideration of the above, the Defense Committee recommends setting the
following priorities for the development strategy of the information security industry:

1. Recruit quality personnel: The information security industry does not rely on fa-

cilities as much as aerospace or shipbuilding industries; rather, quality human capital is
the key to building information security capabilities. Since Taiwan is already a battlefield
for many countries to recruit IO personnel, the MND must also recruit the best infor-
mation security talent eagerly. It will therefore be imperative to identify and utilize Tai-
wanese people with outstanding IO capabilities. Holding information security contests is
a common, low-cost and high-return method for governments to recruit IO personnel.
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Bolstering Taiwan’s Core Defense Industries

2. Publicize defense IO needs and assist SMEs to compete for bids: Unlike the aer-
ospace and shipbuilding industries, the MND has not had long experience with the in-

formation security industry. Thus the vast majority of the MND information security
needs not only lack publicity, but are often dominated by CSIST, which is not conducive
to bringing the COTS to bear on the production of military goods and services. Fur-
thermore, the armed forces’ information security requirement can often only be met by
making adjustments to COTS. Open calls for bids would cut down on the up front
R&D costs. The focus of the MND?’s efforts at supporting Taiwan’s information security
industry through investment should be on SMEs. Streamlining the bidding process and
creating a friendly environment for private contractors will attract SMEs to compete to
tulfill the needs of national defense.

3. Strengthen R&D of critical technologies: Even after recruiting high-quality tal-
ent and establishing industry connections, if the market is unable to provide sufficient
demands, then Taiwan’s information security capabilities will nevertheless continue to be
lost to foreign competitors. As such, taking into consideration the military requirements
for information security and 10, the Defense Committee recommends setting the fol-
lowing capabilities as the starting point for building up national defense information se-
curity and IO capacities:

(A) Real-time network monitoring system: Utilizing cloud-based big data analysis

technologies to provide real-time analysis of backbone network data packets, as well as
real-time monitoring,

(B) Cyber warfare command and control system: Gain instant awareness and con-
trol of the operational status of all network nodes, and manually administer related net-
wotk resources.

(C) Network penetration attack systems: Create network penetration systems to

carry out information security intelligence functions, and network attack systems to build
up 1O capabilities.
(D) detection and defense systems against distributed denial of service (DDoS) and

advanced persistent threat (APT): Construct automated detection and protection sys-
tems against DDoS and APT attacks.
(E) Malware forensic analysis system: Develop malware forensic analysis tech-

niques and build up a malware database.

(F) Thin Client operating system: Create streamlined operating system customized
to the end-user environment, in accordance with tactical requirements.

(G) Secure mobile devices: Jointly develop currently available devices from the
COTS with encryption and decryption technology to enable widespread adoption by the
armed forces.

(H) 10 training and drilling system: Develop 1O field or simulation exercise to prac-

tice different IO scenarios and improve 1O capabilities. .
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AIDC
AB

APT
CEO
COTS
CSBC
CSIST
DARPA
DDG
DDoS
DIDS
DIPA
DMSMS
DPP
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FSTD
FYDS&TAPP

FYFCP
FYIPP

GDP
GOCO
GSH
HALE
IAD
ICP
IDF
I0
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w3 4 Abbreviations and Acronyms

Advanced Defense Program Office

Aerospace Industrial Development Corporation
Armaments Bureau

advanced persistent threat

chief executive officer

commercial off-the-shelf

China Shipbuilding Corp.

Chung-shang Institute of Science and Technology
Defense Advanced Research Projects Agency
guided missile destroyer

distributed denial of service

Defense Industrial Development Strategy
Defense Industry Partnership Group

diminishing manufacturing sources and material shortages
Democratic Progressive Party

guided missile frigate

foreign military sales

Defense Research Agency

Future Systems and Technology Directorate

Five-Year Defense S&T Application and Production Plan

Five-Year Force Construction Plan

Five-Year Indigenous Production Plan

gross domestic production

Government Owned, Contractor Operated
General Staff Headquarters

High Altitude Long Endurance

Integrated Assessment Department, MND
industrial cooperation program (offset)
Indigenous Defense Fighter

information operation

information technology

Office of Operations and Planning, GSH

Joint Warfighting Capability Plan
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MND
MoEA
NCDMM

NDSR
NSC
NSSR

QDR

R&D

RPD

RSAF

SS

S&T

SME

soC

SPD
TYFBC
TYDS&TDC

TYR&DI
TYIWEDC

UAV
UCAV
Usv
uuv
V/STOL

Bolstering Taiwan’s Core Defense Industries _

Legislative Yuan
Ministry of National Defense

Ministry of Economic Affairs

National Center for Defense Manufacturing and Machin-

ing

National Defense Strategy Report
National Security Council

National Security Strategy Report
Quadrennial Defense Review

research and development

Resource Planning Department, MND
Republic of Singapore Air Force
attack submarine, conventional-powered
science and technology

small and medium enterprises

security operation center

Strategic Planning Department, MND
Ten-Year Force Buildup Concept

Ten-Year Defense S&T Development Concept

Ten-Year Research and Development Items

Ten-Year Indigenous Weapon and Equipment Develop-

ment Concept

unmanned aerial vehicles
Unmanned combat aerial vehicle
unmanned surface vessel
unmanned underwater vehicle

vertical and/or short take-off and landing
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